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Nuclear Power Generation will Grow at 2.3 Percent

A Nuclear power plants will spend $11 billion for combust, flow and treat products and services in 2018.

A Global nuclear power %eneration is now predicted to grow by 2.3 percent per annum out to 2035, majinly due to 11 percdnt annua
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published 13th Fiverear Plan.

A Under that plan, over the next five years combust flow and treat hardware and parts expenditures for existing plantsmeit yea
be four times greater than for new plant§suide, control, and measure hardware investments will be ten times greater fomgxist
lants than new ones in 201&ervice and remote monitoring will be 50 times greater for existing plants than the new ones
?durlng the first year of operation).

A Over 90 percent of the combust, flow and treat expenditures will be made by fewer than 50 comp&hiktg:nine percent will
be made by just three operators and one supplier.

A Bechtel has completed more than 74,000 megawatts of new nuclear 8e_nerat|on capamtX, Smifbemed engineering and/or
construction services omore than 80 percent of nuclear plants in the United States and 150 worldWieeploys 2,200 nuclear
professionals, which include app_romeateI%/ 150 internationally recognized technical specialists who have been published widel
ang thavcteé)arthpated in developing industry standards and guidelih@sa major influence in ten percent of the combukiw
and treat decisions.

A EDF has acquiredrevaand then restructured the New NP reactor business to allow minority share purchases by Mitsubishi Heavy
Industries andAssystemIn addition to operating 70,000 MW of nuclear power in France the company is negotiating the sale of
nuclear Power plants in China, India, South Africa and Saudi Arabia. Therefore, it is responsible for 20 percent ofithe nucle
combust, flow and treat decisions.

A Korea Electric Power (KEPCO) is a nuclear power operator with a capacity of 23,1itd\yerating 25 nuclear power units a
of 2016 with five under construction. It will make five percent of the combust, flow and treat purchasing decisions in 2018.

A Exelon has consolidated nuclearg)ower operations in the U.S. and is now operating plants with a capacity of over 19)J000 MW.
will make four percent of the 2018 combust, flow and treat decisions.

A Mcllvaine is forecasting the combust, flow, and treat purchases for the 100 largest power companies as shown on thetnext char
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Nuclear Power Plant Combust, Flow and Treat Purchases 2018 - $ millions

World EDE Bechtel KEPCO Exelon
Percent 100 20 10 5 4
Guide 1400 280 140 70 56
Control 2200 440 220 110 88
Measure 1200 240 120 60 48
Valves 2000 400 200 100 80
Macrofiltration (Belt 200 40 20 10 8
Presses, Sand
Filters)
PUMpsS 1100 220 110 55 44
Treatment 1400 280 140 70 56
Chemicals
Sedimentation and 300 60 30 15 12
Centrifugation
Variable Speed 600 120 60 30 24
Drives and Motors
RO/UF/MF Cross 200 40 20 10 8
Flow Membrane
Systems
Air Purification and 400 80 40 20 16
Protection

m Total 11,000 2200 1100 550 440



Continuous Forecasting of Purchases by Operators and EP(

A These estimates are very approximate and involve problems with the precise defined Shojees
are booked in one periodRevenue might be realized in a series of succeeding periods. The
purchasing decision may be shared between the OEM, the EPC and the opSaata.decisions
will be made at the plant levelOthers will be made at the corporate level. However, with the rapid
deployment oflloTmore and more decisions will be made at the corporate operator |evedcess
management system companies will be an increasing influence.

A Forecasts for the individual purchasers ﬁrovide an important tool for suppliers. Most already have
separate sales efforts for the large purchasdieTwill result in most decisions being made or
specified at the corporate level. So the OEM sales effort will need to expand.

A Forecasts of individual operator purchases are equivalent to pieces of a puzzle. The sales forecast is
built upon a picture puzzle for which many of the pieces are misdihg.more pieces which are
fitted together, the more accurate the picture becomes.

A Mcllvaine is providing combust, flow and treat forecasts for more than 550 compajiesy
appear in the various market report3.he guide, control and measure forecasts for individual
nuclear power generators and suppliers are included®31 IndustrialoTand Remote O&MThe
nuclear valve forecasts appear in the Industrial Valves World Markets which also has a supplementa
analysis for the 5000 hl%h performance valves ievasystem. There are market reports
covering each of the subject areas found MARKETS LINK. The profiles of individual power
companies and suppliers are included in the Utility Tracking Sy&kérnUtility Tracking System
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http://home.mcilvainecompany.com/index.php/markets/2-uncategorised/106-n031
http://home.mcilvainecompany.com/index.php/databases/2-uncategorised/89-42ei

Top 10 Nuclear Generating Countries

2016, Billion kWh
805.3
384.0
210.5 179.7 843
97.4 81.0 80.1 65.1 60.6
u.s. France China Russia South Korea Canada  Ukraine Germany UK Sweden

Source: International Atomic Energy Agency
Updated: 4/17
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China Key to Nuclear Growth

Projected nuclear electricity generation in selected regions (2010-40)

BP has increased its nuclear power trillion kilowatthours .
output forecast for 2035 by 7.9% to 5
927 million tons of ol

history projections

equivalent(mtoe) in its latest Annual 4 non-OECD
i China
Energy Outlook, published January
25. 3 Europe and Eurasia

Global nuclear power generation is rest of non-OECD

now predicted to grow by 2.3% per

annum out to 2035, mainly due to OECD

11% annual growth in China, BP said. Eﬁiﬂ

. -~ = urope
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program accounts for nearly three
quarters of the global increase in 0
nuclear generation. This is roughly 2010 2015 2020 202 2030 203 2040

equivalent to China introducing a
new reactor every three months for
the next 20 years," BP said in its
report.
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In comparison, the US Energy Information Administration
(EIA) has predicted China will account for around half the
global growth in nuclear power out to 2040



China has Aggressive Nuclear Program
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capacity will double over the next five years é0162%§d{= %’l\'ma s%aear Power Installed Capacity (GW)
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FiveYear Plan. Under that plan, over the

next five years China aims to have all four S00GW
Sanmerand Haiyang AP1000 units in 500 - '
operation by the end of this year. It also aims

to developHualongOne demonstration 400 - |
projects atFugingand Fangchenggangnd 340GW
begin construction on the CAP1400

demonstration project aShidaowanChina 300 - +140GW
will also start building a number of coastal

nuclear power plants and carry out 200GW
preliminary work for inland projects. 200 +142GW u
Mainland China has 36 nuclear power

reactors in operation, 21 under construction, 100

and more about to start construction. 58GW

Additional reactors are planned, including .

a2YS 2F GKS ¢2NI RQa Yzéﬁor-ﬁ-ﬁl--y-éﬁz—ﬁz-a!zg. .. . - —

CWR CERS
GWe by 20221, then up to 15€50 GWe Source: China Water Risk, CEC, WNA, China Energy Research Sociely (CERS) (Max)
by 2030, and much more by 2050.
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Chinese Five Year Pla@20182022 Includes more than
60 GW In Operation and 30 GW under Construction

As of May 2017, China has 37 |dmabked nuclear reactors operating with a capacity of 32.4 GW and 20 under construction ajidce\c of
20.5 GW.

Thel3" Five Year Plarformalized in March 2016 included the following nuclear projects and aims:
wComplete four AP1000 units &anmerand Haiyang.

o«Build demonstratiortHualongOne reactors aFugingand Fangchenggang

oStart building the demonstration CAP1400 reactoRahgchengShidaowain

wAccelerate buildingianwanPhase Il (units 5&6).

o$tart building a new coastal power plant.

oActive preparatory work for inland nuclear power plants.

ouReach target of 5&Wenuclear operational by end of 2020, plus GWeunder construction then.
wAccelerate and push for building demonstration and large commercial reprocessing plants.
uwStrengthen the fuel security system.

A consortium of Chinese organizations is teaming up with stateed China National Nuclear Power Compatoydevelop and produce small,
floating nuclear power plants. The new venture will have $150 million in funding and will include ZEd&iearencElectric Power Shanghai
GuoshendgsGroup ShanghabasedJiangnan Shipyard Grougnd Shanghai Electric Grouf he plants will be able to sail to where they are
needed and could be used to operate drilling equipment for offshore oil and gas fields, to power facilities on the remddeoishe South
China Sea, to meet heating and desalination needs or to run ndoteeered icebreakers.

The reactors may also be exported to economies with large populations but scarce land resources, including economiatnggairitipe Belt
and Road Initiative, such as Pakistan, Bangladesh and Myanmar. The technology used may involve high temperatiee gaaobrs which
China is jointly developing with Saudi Arabia and the United Arab Emirates.

China is expected to build 20 floating nuclear power stations.

124 ]
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Exelon has Consolidated Nuclear Operations in the U.S.

Company Ticker Market Cap Nuclear Power Total Power Percent Nuclear

Billion USD Generation (MW) Generation (MW) Generation
Exelon EXC 26.34 16715 17973 93.0%
Entergy ETR 11.68 10128 24299 41.7%
Dominion Resources D 25.27 5690 27600 20.6%
. . NextEra Energy NEE 23.26 5470 18866 29.0%
Exelon is operating over 19,000 Duke Energy DUK 23.95 5173 34600 15.0%
MW of U.S. nuclear p|ants as of FirstEnergy FE 15.47 3861 24000 16.1%
Progress Energy PGN 13.3 3770 19840 19.0%
2017. As shown on the 2011 chart  |seuthern co. SO 31.69 3644 42963 8.5%
|t was the |eader Wlth 16’715 MW PSEG Nuclear PEG 15.47 3612 15500 23.3%
PG&E Corp PCG 17.36 2240 8038 27.9%
but now as added the 1939 MW 0Of  |gdison International EIX 12.35 2237 15676 14.3%
Conste”atlon Energy Entergy |S PPL Corp PPL 13.02 2093 19300 10.8%
American Electric Power Co. AEP 16.64 2069 38000 5.4%
now the second largest Nuclear Constellation Energy CEG 6.58 1939 12000 16.2%
Operator Wlth 9000 MW Of Xcel Energy XEL 11.36 1668 16446 10.1%
. . . Ameren AEE 6.79 1190 16900 7.0%
capaC|ty In operatlon. NRG Energy NRG 5.28 1175 25749 4.6%
Pinnacle West PNW 4.58 1147 6380 18.0%
DTE Energy DTE 8.19 1122 11084 10.1%
SCANA Corp. SCG 4.94 644 5084 12.7%
El Paso Electric Company EE 1.25 623 1643 37.9%
Great Plains Energy GXP 2.73 545 6100 8.9%
Westar Energy WR 2.93 545 3080 17.7%
Berkshire Hathaway BRK.A 202.4 434 7200 6.0%
Sempra Energy SRE 12.68 430 5500 7.8%
PNM Resources PNM 1.26 400 2706 14.8%
Central Vermont Public Service CV 0.297 20 101 19.8%




KEPCO is the Sixth Largest Nuclear Plant Operator

Korea is a nuclear power stronghold with a capacity of 23,116 MW, which is
the sixth largest in the world. Korea is operating 25 nuclear power units as of
2016 with five under construction.

Korea plans to build an additional four nuclear power plants by 2027. Plants
under construction guarantee wordass safety capable of withstanding a
TO®n SIENIUKIdzr 1S 2y 1 KS-clags\opdfaiiofalld a Ol f
capability is demonstrated by only 0.13 interruption/unit/year and 85.3% In
throughput, as of 2015, as well as its weddss competitive edge in nuclear
power plant construction skills. KEPCO and its group companies armed with
rich operational knowhow and technological strength have put overseas
nuclear power plant business as the key business agenda to create profits in

the years ahead.
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Rosenergoatonmas 35 Nuclear Blocks

Muclear Power Plants in Russia

Rosenergoatom is the sole Russian

“L-

nuclear utility, following consolidation 5@@ . ©

in 2001.This includes 10 Russian ﬁ 2 . %

nuclear power stations operating 35 o Operating fb

power blocks* (*excluding the, ® Under consiructon §

Novovoronezib t t Q&4 c 0K L2 gSNJ o0f 2 | o

being at the pilot production stage): 18 Aa 4 v *

of them operate VVER reactors (12 C 3 -
VVERLOOO power blocks and 5 VVER O Pevek (loking ®
440 power blocks of different

modifications); 15 of them with ]
channel reactors (11 power blocks with Oleningrad  ecCential | :
RMBK1000 reactors, four power blocks .Eanp;o%mg;z';:;gk e oy e
with EGF6 reactors); and 2 power KurSkRS, gqnovpiBTonest ‘

blocks with fast neutron sodium cooling a : ’,,*"
reactors (BN600 and BABOO).
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EDF Operates Plants and with Areva Is also Building Plar

A95CQa KSIR 27 yr&Swsaigtde@onpaniiE in talks @&ith SeNdral countries about
selling nuclear power plants, including China, India, South Africa and Saudi Arabia.

A EDFEDF.P)is set to complete its takeover of the reactor unit of nuclear gracgvalater this year
and has taken the lead in negotiating export contractd falJb #dg<bi@ European Pressurized
Reactor (EPR).

Aa2S IINB Ay GFftla ¢6A0K &S gS NUrdattold fepayfeisias BDF |- 6 2 d:
strategy briefing.

AUrsata | AR GFfl14a 6A0GK LYRAIFIQA bt/ L[ & SAdvadesSyidd NS 2
EPR reactors could be signed in the coming months.

AGLYRALF Aada 2yS 2F GKS O2dzy i N&kasd AYRZA U RaRdeAy(ES Ri K
strong industrial and academic environment underpinned new nuclear.

A Ursatis also in talks with China about new EPR contracts, although Chinese authorities have said n
contracts will have to wait for the startup of the first of two EPR reactors under construction in
Taishan southern China.

A EDF remains in contact with South African nuclear authorities and hopes that a tender procedure
that was interrupted earlier this year will resume soon. He also confirmed that EDF is in talks with
m Saudi Arabia, which is considering a nucleawbuildprogram.



https://www.reuters.com/finance/stocks/overview?symbol=EDF.PA

Luminant has Top Performing Nuclear Plant

Luminant’s Footprint in the Texas ERCOT Market

13,772 MW, including new
clean-air generation

* Coal emissions reduced by
more than 20% since 2005

* Top U.S. coal producer

*  Top-performing U.S. nuclear
plant

* Potential nuclear expansion

*  Major U.S. wind purchaser

Power Plants & Mines

S0\ Gas
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Nuclear

Mines
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The Luminant Power Optimization Center has been serving the Luminant fleet of
power plants for over 10 years...

‘ L

W POC Mission: Optimize generation, performance and equipment reliability. 4




POC Value Stream... Generation Challenges

Immediate Long Term Performance Degradation
Opportunities Improvements

1\ ) Faulty Instrumentation

Y
\. A
Asset Health Programs rd =~

Engineering Trending

NN EEEFF

Turbine Vibration Monitoring

Digital Control System
Plant Process Computer I - ‘ _ _
& S AT

Partial Discharge Motor Monitoring k
i l B l I l )

Boiler Tube Leak Detection

Process Chemistry
Plant Data Historian
Emissions Management System

Wireless Vibration Monitoring

Bowl Mill Diagnostics

@ osisoit. REGIONAL SEMINARS 2015 © Copyright 2015 OSlsoft, LLC




POC Client Services

*24x7 Predictive Monitoring & Diagnostics of Critical Equipment,
Plant Systems and Performance

*Plant Start-up and Coastdown Reviews 2"‘.';{ N
*Online Chemistry Trending and Analysis
*Online Cycle Isolation Monitoring

*Fleet Watchlist — Reliability and Performance

*Course of Action Program — Emergent Issues
*Expanded Monitoring — Emergent Equipment Issues
*Automated Notifications

*Enterprise Cyber-Security Monitoring

@ osisoit. REGIONAL SEMINARS 2015 © Copyright 2015 OSlsoft, LLC 6




Reactor
Containment

EHC Motors

Steam
Generators

Main Feedwater Pumps

\ 7

Reactor

Control Rod
Drive M/G

Sets
\ 7

Wireless Equipment Monitoring System
(Non-Safety Related)
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Circulating Water Pumps

Condensate Pumps 1\ /

Turbine Plant Cooling
Water Pumps

Heater Drain Pumps
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Predicting Failure — Main Power Transformer

)
\Jf\\

» /! RN T o | 44172006 12:00:00 AM 23 00hours 411172006 11:00:00 PM
Winding temperatures peaked at 105°C and returned to
40°C following restoration of cooling fans and oil pumps.

The POC received a Cockpit alarm for a Hl winding temperature for a Main Transformer and contacted the Control Room.
Plant Operations quickly determined that the cooling fans and oil pumps were not in service and restored normal cooling.
Having just returned from a unit outage, a breaker was found to be out of position, effectively blocking the Control Room

alarm for high winding temperature. The restoration of normal cooling potentially avoided a catastrophic failure of the
transformer and certainly avoided a major inspection.

Transformer

Avoided Inspection Costs Potential Lost Revenue

@ osisoit. REGIONAL SEMINARS 2015 © Copyright 2015 OSlsoft, LLC




Additional Examples of Remote M&D Contributions to Operations

* A low-flow alarm for generator primary cooling water was identified associated with a
system pressure drop. Maintenance personnel determined that an associated transmitter
caused the event.

A high-temperature alarm was received on a condensate pump motor stator. The
temperature was 35°F higher than normal. Operators investigated and replaced the
cooling system filters.

Identified a vibration issue on a main feedwater pump and assisted station personnel in
developing an action plan to keep the pump in service until the next refueling outage.

Identified a high vibration alarm on a control rod drive motor generator set. Performance
Optimization Center personnel analyzed the vibration data and identified that the motor
inboard bearing might have insufficient grease. Following greasing, vibration on the motor
returned to normal levels.

Identified elevated temperatures on the circulating water pump motor. Operations l- |

personnel identified that lubrication and cooling water flow required adjustment to
maintain motor bearing temperatures within the expected operating band.

1) osiot. REGIONAL SEMINARS 2015 e




Telecommunications Plant Information

Scientific Application

The convergence of technologies and
industry collaboration will enable a new age of
Operational Excellence

Bigttal Automated

Maintenance
Scheduling

Condition Based Prognostics

Maintenance /

Diagnostics

Predictive

Maintenance
Regulation

Alarming Legislation

Industry
Regulation

Standards

Plant Actualization

Technium

REGIONAL SEMINARS 2015
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Expanding Industry Operating Experience programs to include operational data will enable the
development of fault signature models accelerating the advancement of prognostic capabilities

Prognostics
Fault Signatures

Pattern Recognition

Analysis
P N

Diagnostics

Nuclear Safety

-~ T

The “Internet  performance  Reliability
will
enable us to strengthen safety,
reliability and performance...

Monitoring
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Industry sponsored Remote Monitoring & Diagnostics will play an important role as
next generation nuclear facilities come on-line and similarly support legacy nuclear

fleet.
100 /
/

JN

Industry Sponsored
Monitoring &
Diagnostics

.

S

S
A

>
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S
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2015
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Zone 2 — at generation sites & does not have ability to System Architecture Luminant
impact power generation production

Zone 1 — not at generation sites & does not have
ability to impact power generation production

- at generation sites & does have ability to
impact power generation production

Zone 2 Site Server Corporate Server

/N

Zone 3 / I \

r

Unit 1 Unit 2 Common M&D Center
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29 Historians Technology Stack used at Luminant
500,000 tags
150 interfaces

17 years of data Pl DataLink Notifications Pl ProcessBook

Pl ACE Asset Framework Data Access Module Database

OPC DA/HDA Pl SDK Pl SMT Tag Configurator

Allen Bradley AutoPoint Sync .
RSLinx (Pl APS) ESC Stack Vision Foxboro AP51

MCN Health

Foxboro AW/0 Honeywell PHD IT Monitor Monitor

Modbus Serial OLEDB Comm
PLC Connector

Modbus Ethernet OPC

Westinghouse

Pl to PI Universal File & Stream Loader !
Ovation
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lloW to Retain Nuclear
Knowledge

There is a big potential for providing remote
advice using subject matter experts. As the
accompanying article points out many
nuclear experts around the world are retiring
and it will be a challenge to retain that
knowledge. Furthermore most new nuclear
construction is in countries where there is
not many decades of nuclear experience.

The nuclear power industry can benefit from
the Industrial Internet of Wisdom (lloW) to a
greater degree than other industries and can
become an lloW leader.

M

The nuclear energy sector i1s characterized by lengthy time frames and technical excellence.
Early muclear plants were designed to operate for 40 years but their service life now
frequently extends between 30 and 60 years. Decommissioning and decontamination of
muclear plants will also be spread over several years resulting in a life cycle — from cradle to
grave — in excess of 100 years, which gives rise to two challenges for the nuclear industry:

(1) Retention of existing skills and competencies for a period of over fifty years, particularly
in countries where no new muclear power plants are being planned; and

(2) Development of new skills and competencies in the areas of decommissiomng and
racicactive waste management in many industrialized countries if younger workers
cannot contime to be attracted to the nuclear disciplines.

As many muclear experts around the world are retiring. they are taking with them a
substantial amount of knowledge and corporate memory. Typically, these retirees are
mdividuals who can answer questions very easily and who possess tacit knowledge never
before extracted from them The loss of such employees who hold knowledge cnifical to
etther operations or safety poses a clear internal threat to the safe and reliable operation of
muclear power plants (NPPs). Therefore, the primary challenge of preserving such knowledge
15 to determine how best to capture tacit lmowledge and transfer 1t fo successors.

These problems are exacerbated by the deregulation of energy markets around the world. The
muclear industry 1s now required to reduce its costs dramatically in order to compete with
generators that have different technology life cycle profiles. In many countries, government
funding has been dramatically reduced or has disappeared altogether while the profit margins
of generators have been severely squeezed. The result has been lower electricity prices but
also the loss of expertise as a result of downsizing to reduce salary costs, a loss of research
facilities to reduce operating costs and a decline in support to the umversities to reduce
overtheads. The above factors have led to a reduction mn technical innovation and a potential
loss of technical competences that have drawn the attention of many concerned parties to the
need for effective strategies and policies for nuclear knowledge management.



lloW needs to Address and
Leverage the Sources of

Explicit codified knowledge
Explicit norcodified
knowledge

Implicit codifiable
knowledge

Tacit noncodifiable
knowledge

o I» Do Do

To retain and expand the tacit
non codifiable knowledge it
will be necessary to cultivate
subject matter experts and
allow them to become subject
matter ultra experts (SMUES).

M

FIG. 4. Example of a simplified mowledge map.

L

-

Conscious

Knowledge

Codified
> Knowledge
e.g knowledge |
e.g knowledge about about regulations; %
systems; processes; procedures;
operations; malfunctic . instructions;
Symploms. Innplicit knowledge history of processes.
(codifiable) \ Codifiable
Knowledge
Tacit
(non-codifiable)
=
e.g. the ability to interpret the non-verbal L:,':‘Ifu‘fﬂgj";"
Unconscious communications of co-workers, the ability to recognize
Knowledge illogical information.
=
b

FIG. 5. Explicit, implicit and tacit knowledge.

These three types of knowledge — explicit, implicit and tacit — can be depicted using a
diamond model (see Fig. 5). The top half of the diamond represents explicit knowledze — or
conscions level knowledge — which has either already been codified or could be codified.
The bottom half of the diamond represents unconscious knowledge — both implicit
imowledge and tacit lnowledge. The former can be codified 1f brought to the consciouns level
However, the latter cannot be codified directly becanse it 13 at the deep-unconscious level
This model helps to demonstrate how important it 1s to coax departing workers to focus on the



ICERICS provides the Wisdom of the Crowd with
Organized Subject Matter Expertise

A A review mission titledindependent Engineering Review of 1&C Syste(iERICS) was established
iIn 2009 with the aim of conducting peer reviews of 1&C design documents, prototype 1&C systems,
and actual systems already deployed in operating NPPs. The IERICS mission is performed by a
group of invited subject matter experts from various IAEA Member States. The review is based on
appropriate IAEA documents, such as Safety Guides and Nuclear Energy Series Reports, and its
findings are summarized in a mission report, including a list of recommendations, suggestions, anc
identified good practices. Organizations in IAEA Member States, such as utilities, regulators,
technical support organizations, research laboratories and universities can benefit from [&C
technical reviews through IERICS Missions that provide a detailed technical assessment on 1&C
systems, as well as recommendations for improvement

A In all six IERICS missions, the IAEA review teams confirmed that extensive engineering work of hi
guality had been performed to develop the advanced 1&C systems, and in general the reviewed
areas met the requirements of the relevant sections of tAREA Safety Guide ME1.3 (for the first
four missions) and S&E9 (starting from the fifth missionBpecific issues, identified as areas for
further improvement, were listed in the issue sheets of the mission reports, as suggestions and
recommendations. Good practices were also identified, serving as commendable engineering

m examples for other NPP 1&C system design projects.



https://www.iaea.org/nuclearenergy/nuclearpower/IandC/IERICS/index.html
http://www-pub.iaea.org/books/IAEABooks/6206/Instrumentation-and-Control-Systems-Important-to-Safety-in-Nuclear-Power-Plants-Safety-Guide

The Fifth and Sixth IERICS Missions

A The sixth IERICS mission was performed at China Nuclear Control System
A _ . _ o _ Engineering Co., Ltd. (CNCS) in Beijing, China in November 2016. CNCS
The fifth IERICS mission was conducted in Beijing, China in April specializes in providing ertd-end full lifecycle service for DCS systems

2016 at ChindechenergfCTEC). The subject of the review for nuglear power Iants including product development, engineerin
gl a LFKH$§(SNJ badzOf S| NJ { | T StGe Lag/ t f IdHS%I% w e at| ngaﬁd‘{e h%(g%ll service. P g g

CTEC designed and developed the first versidfiraiSysn

2010 and then improved the design in subsequent versions. A Since 2012, CNCS has focused on the nuclear safety class digital control
FirmSyss a general platform for nuclear safetiass digital and protection systeng NicSys®8000&a general system platform for
control and protection system applications for nuclear power control and protection, which will be used as protection systems and
plants. CTEC has implemented it in the modernization and safetyrelated control systems in nuclear power plants. The

upgrading of existing nuclear power plants and in new NPP NicSys®8000N platform is based on FPGA technology and it consists of
designs. The objective of the mission was to provide CTEC with standardized circuit boards and configuration files for FPGAs, CPLDs and
a basis for improving the technical design, safety features and CPUs. With multiple functions, such as I/O, logic calculation, diagnosis,
reliability of theFirmSysystem by implementing the information display, priority management, etc., the NicSys®8000N
recommendations and suggestions of the mission. platform is capable of implementing the typical application functions

such as reactor trip, engineered safety features control, {aasident

A The scope of the review included: monitoring and reactor core monitoring.

A FirmSy®latform V1.1:
A Main control station:
A Communication means and networks;
A Safety control information display;
A Engineering station;
A Gateways.

The following subjects were requested by CNCS to be reviewed:
The NicSys®8000N FPia&ed controller;

Engineering work station;

SVDU device including the HMI interface;

Both the hardware and software platforms were evaluated.

To o o Do Do D>

A Both the hardware and software platforms were evaluated The conclusions, recommendations, suggestions, comments and good

practices were presented and agreed upon with the counterparts at the
m end of the missions and were documented in the final mission reports.




Exelon usin@SlsoftPl System

A Exelon Corporation is the largest owner Advanced Monitoring

and operator of nuclear plants in the
United States. With 23 reactors at 14
facilities in lllinois, Maryland, Nebraska,
New Jersey, New York and Pennsylvania,
Exelon produc_e_s nearly 34,000 megawatts
and powers millions of homes. Exelon
believes the safety of the community and
its workers is its highest priority, and that
good maintenance ensures satety.

A Industry standards for good maintenance
procedures have been based on manual
data collection and analysis, tirmsed
maintenance schedules, and resouwce
intensive preventive maintenance. Plant
engineers physically collect plant data
from sources all over the plant, including
areas that might pose a radiation exposure
risk. Collection is scheduled according to
worker Shif’[S, perhaps every 12 hours’ Figure 1. Exelon’s advanced monitoring system enables plant engineers to devote more time
|eaVing Iong periOdS for a fault tO develop. to analyzing data and identifying potential maintenance issues.

Other Testing
- Plant 1Q Tech Exam Data
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,Exelon has employeu { L & Rl Byéténafor online monitoring to eliminate these problems . Using the Pl System, Exelon has optimized the efficiepeyaifdtss,

maintenance, and engineering staff. By automating data collection, plant engineers now focus on analyzing data rathenibincobecting data and risking radiation
SELR&dZNB D a2 A0K (KA& (6SCGKYRR t(eaet 852 douslBAT) ESIGRNWYRASMARYNI { GF FF 9y IAYSSNID &, 2dz R2
GStfa e2dz a2YSGUKAY3I Aa 3J2Ay3 gNRy3IAPE ! aAy3dT GKS t L { dettiplSnydata, yeRieve iR anglysiS, Recehvd® (i (1 S|
alerts for anomalous operating conditions, and correct faults with enough time to prevent system problems that coulddarahany toderate, shut down a unit, or

compromise safety
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CANBERRAOS dat a
management e r——

and distriburtion
APEX OpenEMS T

applicationsare designed to, not Courtroom A = \L
. . . . . Manag=ment Manag=m=nt -
only maximize efficiency in the plant, - : ™

but also provide an integrated # % ; \ 4 j,-'
solution for management and ' r

N

reporting requirements. In the rapidly \ N
changing nuclear power industry,

reducing the time and resources Chemistry Users \pEX 1520 E

dedicated to routine operations is the Countroom | Health Physics Dats Fox Radiochemisty

Health Physics and

Managemisnt
] Efflus=nt Systams

Management

key to success. To meet these
fundamental needs, CANBERRA
applications are designed and
implemented to integrate seamlessly,
eliminating the need for redundant
data entry, system administration and
management.

Health Physics Users

[ b. 9OpenEMEESfluent Management System provides a solution that integrates with plant

equipment and offers a usdriendly, automated method for tracking radiological effluents. While there are

many techniques throughout the world for estimating the impact of radiological effluents, they all require
m extensive calculations and drawing on large amounts of data to produce accurate, reliable results.



Curtiss Wright Plant Performance

A CurtissWright is an industry leader in the supply of complete turnkey ptaonitoringand plant
processing computer systems, having supplied systems and products to all of the nation's nuclear
utilities and to many nomuclear power plants. Over the last 20 years, we have delivered more than 35
lant process and related large computer systems to nuclear utilities throughout the United States and
00+ thermal performance monitoring systéms to nuclear, coal,gasdfiredutilities around the world.

A FAMOSs an int%grated suite of products for monitoring, analyzing, and optimizing plant performance;
monltorlndg and detecting problems; and accessing vast plant data anchoring your operation. These

integrated applications provide an-gtepth approach to plant performance and condition monitoring
and optimization.

A StressWavenalysis technology is a statd-the-art instrumentation technique for measuring friction,

3ho_ck, and energy shifts in rotating machinery, valves, transformers and a host of other mechanical
evices.

A R*TIMEsoftware is a realime data acquisition, display, and mamachine interface and control system
software program. It present®al timeinformation in a manner that is meanlnd?ful ea_sg%/ accessible
and tremendously beneficial. R*TIME provides easy access to menus and dis siwieand _
historical data through defined icon buttons and pull down menus. The system provides the user with
the ability to construct and use color glgaphlc displays with trends (ti xd bar), alarms, logs,
message files, and many other tools. Data points, displays and trends are fast and simple.

M



Curtiss Wright EPHQ and EQ Power Suite

EQ POWER SUITE

CURTISSwWL DI ¢Qf{ 9[ 9/ ¢whbL/ t9w{h &!C#rtisswn htNuelear is a partner in running a mature,
QUESTIONNAIRE (EPHQ) SOFTWARE SOLUTION effectively functioning EQ Program that remains compliant
with regulations, standards and regulatory commitments and

A Curtiss2 NA JeRidQRas been proven to provide substantial supports the safe, reliable and profitable generation of
cost savings by reducm&gewor associated with illegible, electricity. CW is the onall, singlepoint-of-Contact resource
incomplete and lost PHOsPHCprovides a smart, flexible, providing the tools needed to run the EQ Program, provide
electronic version of the industry standard PHQs defined by access to experts with decades of EQ experience, provide
NE| 0806. Built mtoePH_gar_e comprehensive data advanced EQ training, and continuous access to regulatory
validation, date gap validation and scope expansion features. and industry documents and data to aid in the_formation,
These features ensure that the applicant provides a 2PSNBAITKI YR GSOKYAOF f &dzLdLi2 N.

complete, quality PHQ the first time without the need for _ _ _ _
time-consuming review and unnecessary interaction with the A Now Curtiss\right Nuclear, introduces a comprehensive
applicant. FurthermoreePH eamlessl;\mte\grates with . suite of tools_speuflcgll% designed_to streamline the EQ task,
Curtiss? NA I KU Qa SOdzNRA U e ONBSY A )/§IaV|rlggo'th|MQYah ey for Utdit@siaBdvengin@ers.

eliminate manual intervention and paper. In additi@PHQ Through license agreements with EPRI to provide both the
reduces turmraround time because the PHQ is completed and Equipment Qualification Data Bank (EQD 5) and the
returned electronically so that the background can be Environmental Qualificatign M_anaclgeme_nt stem (EQMS),
completed sooner. YR U0KS _N\BOS{_U - OljdzA aA UGA 2 2T
: . . . Agding and Radiation Effect Library, Cur ht is now able
A CurtissWright also offers the option of a secure hosting to offer all three tools in one packagéhe EQPowerSuite
service forePHQ reducing internal IT costs while enhancing (EQPS).

security
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Curtiss Wright Condition Monitoring

Scientechtresquv% ealsSYaQ AYyyz20lI0AdS
o{2!buv USOKYSWARNEMpprovides SupesoNI &
results over other technologies used in condition monitoring
applications, such as vibration analysis, oil and lubrication
analysis, infrared thermography.

SWAN TECHNOLOGY
Provides the Earliest Detection of Damage
Quantifiable Measurement of Damage ani@ndableParameters

Pinpoints Source of Damage by Measuring the Frequency of
Bhock and Friction Events that are Indicators of Componént
amage

Eliminates False Alarms

Accommodates the Widest Range of C})feratinl\% Environments
Including Very Low Speed as Well as d Machinery

Generic Configurations for Types of Machines

gim le to Learn and Easy to Use Significantly Reducing Operating
osts

Provides Continuous Online Monitoring

{ GNBaa

21 g8 |yl teana
INTELLIGENT CONDITION MONITORING MODULES

A SWANguard - is the intelligent condition monitoring
module that is the basis for all measurements and data
acquisition. Th&WANguaré continuously monitors the
connected stress wave sensors and calculates the
corresponding stress wave energg and peak amplitude
values. US|n£,C|engec;h' atented Stress Wave Analysis
o{2!bu0 0S HguaebevidesisépErior

accuracy in detecting faults, providing a degree of

resolution into machine dynamics previously
unattainable using traditional diagnostic methods.

CONTACTS

SteveScheeren
T:954.253.8588 _ _
Email:sscheeren@curtisswright.com

To o



tel:954-253-8588
mailto:sscheeren@curtisswright.com

Typical Process Flow

FAMOS Tracker

Anomaly I Finding entered Finding Information I Work Order ok Oraer
a Finding by I  logged, assigned Assigned to andjor I Work mpeted or
FAMOS I to Asset using —L> Appropriate Instructions | Management _I') Issue othenwise
ot Pt standard form. WOrK GOUP fOf ey adided Finding System CMMS Resolved
oo L3 Appropriate next step in Routed to I=™> (it needed) and
I defaults and pre- resolution Appropriate I Finding
population of Waork Group for Updated with
| formto the extent next step in | WO #
I pos_gible resolution I
I L?Z'!,'ﬁi‘f.’s Finding Marked
Resolved
| H— adding
I | appropriate
detail for any

Work performed

Repeat as needed with
Finding updated with
annotations, etc

6 | February 6,2017 | © Curtiss-Wright




Curtiss Wright FAMOS

Power Industry and Condition Based Asset Management
CURTISS -

WRIGHT

Reduce Operating and Maintenance Cost

Improve Reliability

SCIENTECH - FAMOS = Manage Risk
: = Safe Operation
2017 Symposium _ Worker Safety

FAMOS Tracker
Moving From Anomaly Detection to Issue Resolution

— Reduce Collateral Damage

e Reduce Unscheduled Outage Time

Leverage Investment in Data Acquisition and IT

1 | February 6,2017 | © 2014 Curtiss-Wright 2 | February 8, 2017 | © Curtiss-Wright
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Additional Thoughts

Very Helpful During Initial Deployment of Models
— Many technical Questions

— Many instrument issues

CURTISS -
= Provides Accountablity WRIGHT
= Knowledge Capture

— Similar Events on Other Assets Jim Herzau, P.E
— Future Events on the Same Asset Office: 224-356-9918

— Review by Less Experienced Personal for Training

Summary of Status and Performance
— Cost Benefit

— Process Improvement . . .
P jherzau@curtisswright.com

21 | February 6, 2017 | © Curtiss-Wnight

20 | February 6, 2017 | © Curliss-Wnight
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Monitoring and Diagnostics Information Exchange

Multiple Real Time and Periodic Assessments Available Identification and Resolution Involves Multiple Work Groups

*  Anomaly Detection and Performance Monitoring (FAMOS)

*  Process Control Instrumentation (measurement and trending)
+  Lubricant Sampling and Analysis Opzmim
+ Corrosion Monitoring

*  Motor Current Analysis

Comective Change in
Action Operating
Mode

¢

Work Request
+  Acoustic Emissions Detection

* Vibration Measurement and Analysis > Anomaly (&) €—— "™

Advanced Diagnosis (D)

Condition

Monitoring & —— TechInfo/Question (T) <—
Users

(FAMOS) Modeling

Instruction (M)

Work Request Management
System(s)

* IR Thermography

* Visual Inspection

Work Complated
Details

Work Completed .
1 Details

3 | February 6, 2017 | © Curiiss-Wnght

4 | February 6, 2017 | © Curtiss-Wright




HollySy$Nuclear Power Plant Automation

A TheHOLLIAS! digital instrumentation and control system platform released in 2006 and'tge8eration nuclear power
instrumentation and control platform product released HpllySysvere successfully applied to the modification of the
KIT/KPS system in tiidayaBay nuclear power plant. Nuclear power digital instrumentation and control system projects
where implementation is currently in progress include set 1 toangyanheset 1 to 4 ifNingde set 1 to 4 irivangjiang
and set 1 to 2 ifFangchenggan@nd theShidaowarHTR demonstration plant.

A TheHOLLIASI digital instrumentation and control system platform is the nuclear power industry versid®btiAS ]
HollySy Saudl ot AaKSR 5/ { LIXIFTUOUF2NY FT2NJ OKSNXYIT LI2gSNI LIXIyua:
environmental adaptability are enhanced, and have an earthgwagsstant reinforced structure. In terms of software,
there are additional functions such as the IEC62@dpliant alert system, safety parameter calculations, power plant
status judgment and management, equipment status management, online control log, and display of digital procedures.

A HOLLIASI is a general nuclear power plant DCS platform. It uses application design and engineering application to satisfy
requirements for digital instrumentation and control systems by different types of reactors sué¢h-gsreration
improvedpressurisedvater reactors (PWR), 3igeneration advanced PWRs, higimperature gascooled reactors (HTR),
and fast neutron reactors. It can satisfy functions such as nuclear islands, conventional islands, BOP system control, and
advanced main control room monitoring operations.

A Founded in 1993ollySyss a leading automation and IT solutions provider in the region of China and Southeast Asia,
focusing on the areas of process automation, factory automation, railway transport automation and mechanical &
engineering (M&E). In 2008lollySysvas listed on NASDAQ under the stock quote HOLI. After more than 20 years of
stable growth,HollySysas established more than 60 representative offices in China, Southeast Asia, India, Middle East
and Europe.



After Fukishimahere has been Big Investment in Robotic
Recovery Vehicle R&D

Conclusions Post 2015 Deployment

||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||

2015 Recovery Vehicle

» Recovery Vehicle designed with the following features * Overall mission was successful

— Tele-operated for simplistic low cost approach — Inspected areas of tunnel n_ever sgen before
— Tethered to allow reliable power, video and a mechanism to manually retrieve - Cle-.ared 2014 vehicle from '.nSPeCt'O” path . .
— Left and right drive motors for skid steering — Gained a better understanding of obstacles for future inspections

— Two actuators, arms and forks
— Counter weights to keep rear wheels down when lifting 2014 vehicle
— One pan-tilt-zoom camera and one light source

» Recovery Vehicle features from 2014 Inspection Vehicle Lessons Learned

+ 2014 Inspection Vehicle not operable for future use

— Added pitch and roll indicator » 2015 Recovery Vehicle can not view tunnel wall behind 36” (1 meter) duct
— Added Beta and Gamma electronic dosimeters
+ Recovery Vehicle custom built for $63K + New inspection approach needed

» Customer requested low cost vehicle due to high risk of losing the vehicle during deployment

— More reliable method to traverse obstacles and water puddles (reduce mission risks)
— Better method to view behind 36" (1 meter) hanging pipe

» Resolve technical approach with customer
— Customer prefers a low cost, simplistic technical approach vs. higher cost, high tech robotic option
— Continued successful inspections and deployments will require a higher cost, higher tech approach

@ Savannah River National Laboratory-

OPERATED BY SAWANNAN RIVER NUCLEAR SOLUTION




Exelon Asset Management Strategy

Background - Exelon’s PPC Long-Term Asset Management Strategy

Original PPC Replacement Plan Approved in 2002 to replace obsolete, legacy PPCs
with a fleet-standard solution (Scientech R*Time)

PPC Long Term Asset Management (LTAM) Strategy implemented in 2011 to address
Continuous PPC Life Cycle Management

*Continues replacement plan and includes periodic refreshes as part of
strategic life cycle management initiative

*Refresh hardware, O/S, and applications every 7 years

*Full system and I&0 replacement every 21 years

Replacement Projects Completed: Replacement Projects Underway/Planned:
* Ginna (2001) » Limerick (2014 - 2017)
» LaSalle (2003/2004) * Nine Mile Point 2 (2015 - 2018)
* QOyster Creek (2004) * Peach Bottom (20417 - 2019)
* Dresden (2005/2006) * Fitzpatrick (???7?)
* Clinton (2008)
* Quad Cities (2009/2010) Refresh Projects:
* Nine Mile Point 1 (2011/2012) » LaSalle (2016)
* Byron (2011/2012) » Oyster Creek (2016)
* Braidwood (2011/2012) * Dresden (in-progress)
* TMI (2016)

— .
2 ~= ExelonGeneration.



Virtualization as an Obsolescence Mitigation
Strategy

The Oyster Creek Challenge
* Per the LTAM strategy, Oyster Creek PPC refresh was

This Exelon presentation at the planned for 2013

2017_SC|ente9hJs§r GrOUp_  Due to a unique set of economic conditions and changing
meeting provides insights in the environmental regulations facing the plant, ending
automation of combust, flow operations in 2019 was determined to be the best option for
and treat functional changes the company, employees and shareholders

which become economic when * Given these economic realities, the team was challenged to
the remaining life of a nuclear research and recommend lower-cost options to the planned

full refresh (upgrade Hardware, Applications and 0OS)

e The Oyster Creek PPC is needed past 2019: Due to
emergency plan commitments the system will need to be
maintained until 2023 at a minimum, and possibly up to 10
or more years after shutdown based on OE from several
decommissioning nuclear plants.

plant is limited

Tom Wachter- Exelon

— .
o ~= Exelon Generation.

Thomas.Wachter@exeloncorp.com




Platform Virtualization Is a Lower Cost Alternative
For Aging Plant

The Solution
Platform Virtualization

* Upgrade to current computer hardware
* Retain R*TIME Version

* Retain Operating System Version

* No Application Code Changes

* No Significant New Functionality

Pros:
* Much lower cost (less than half the cost of traditional refresh)
* Minimal Testing, Engineering and Validation
* Ability to easily re-host hardware for extended operation
* Maintain high availability to meet regulatory requirements
» Simplified Disaster Recovery
Cons:
* Inability to add functionality (new applications, interfaces, etc...)
* Limited/reduced support model (Scientech, Microsoft)
* “First-of-a-kind” risks and unknowns...

I — ~ ExelonGeneration



Implementation of Virtualization and Oyster Creek

Oyster Creek Implementation
Hardware for PPC server:

Exelon Corporate Standard Server Offering
1U Rack Mount Servers
Dual RAID Setup with Hot Spare
* |n order to separate Hypervisor Disk |/O and PPC Disk 1/0
* Multiple Gigabit NICs for redundancy and management
* Replicated Existing Network Connections
* Added VMware Network Redundancy

— ,
~= ExelonGeneration



Software on Each Server

Oyster Creek Implementation

Software on each physical PPC server:

VMware ESXi version 6.0.0 (HP Edition)
* VMware vCenter Server Appliance (VCSA) ver 6.0.0 — Virtual Guest Machine
* The vCenter Server Appliance is a preconfigured hardened SUSE Linux
virtual machine, which is optimized for running vCenter Server and the
associated services on Linux.

* PPC Server — Virtual Guest Machine

* The Windows 2000 operating system
* R*Time 11.9 (No Code Changes!)

PPC Software

oy Memary N Ml LB

Before Virtualization [ Operating System } After Virtualization

encapsulated inside a
virtual machine

S )
10 PprC ~=" ExelonGeneration.



Success with Virtualization since October 2016

Oyster Creek Implementation

» Virtual PPCA was installed on 8/15/16 in parallel with the Physical PPCB . [t
ran as the primary PPC server until 10/27/16".

* Virtual PPCB was installed on 10/27/16 with all interfaces fully SAT tested
and accepted by Operations. [t is still currently running as the primary PPC
server without issue.

* To date the a virtualized PPC servers have been running as the primary PPC
servers for approximately 5 months without any significant issues related to
the virtualization platform. During this time the plant has fully exercised all of
the functions including LPRM calibration (TIP RTP Interface) and several full
SCRAMSs (Control Rod Scram Time SOE data) and code updates.

* PSS was also virtualized at the same time as PPC-A.

*Temporarily switched Physical PPC-B 1o Active to facilitate code update

m P =~ ExelonGeneration



Expanding the use of Virtualization

Next Steps

The successful implementation of a Virtual PPC at Oyster Creek

served as a pilot for alternative obsolescence management
strategies in the Exelon Nuclear fleet

e 2018 updates to the PPC LTAM Strategy will include platform

virtualization as the refresh approach for plants within 5 years
of final shutdown

* Considering virtualization as the standard approach for future
PPC replacements and refreshes

* Peach Bottom PPC Replacement is being bid with an option
for virtualization

* Would provide more options for mid-cycle refreshes

— .
15 pre =~ ExelonGeneration.



Financial Benefits of Virtualization were Proven

Advantages

In addition to the financial benefits demonstrated by the Oyster Creek
Refresh, there are a number of other reasons to adopt a “virtual first”
strategy:
Development and Testing
» System Portability
» Easily reproduce OS level and above on any hardware that
supports the virtualization platform
* Multi Instances can be created for testing and development in
tandem
Disaster Recovery
* Simple backup methodology
e Virtual “Hardware” is just a configuration file
Separates Windows Operating System Environment (OSE) and HW
» Allows for simpler server hardware refresh
 Can isolate problems in HW vs SW

m JPR— ~ ExelonGeneration



Cloud Computing

Define Cloud Computing
AT ‘ OGIC * Cloud computing is a

model for enabling

ubiquitous, convenient, on-
pssianas: demand network access to

ENGINEERING THE DIGITAL WORLD ashared poolof
configurable computing

resources that can be
rapidly provisioned and
released with minimal
management effort or
service provider interaction.

Is nuclear power ready to move to the Cloud?

1224 Back Creek Loop, Solomons, MD 20688

Phone: +1.410.701.0219 | Web: www.atomlogicllc.com | info@atomlogicllc.com

A
ATOMLOGIC
(=
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Essential Characteristics

+  On-demand self-service

- once services are established, the customer should be able to provision new users,
services, virtual machines, etc. without involving the cloud service provider

+ Broad network access

- cloud services are typically accessed over the Internet, as opposed to being on an
internal network accessible only over private connections

*Resource pooling
- there is some degree of shared resources from which services draw as needed
+ Rapid elasticity

- customers’ needs may expand or contract, and the service will expand or contract with
those needs

+ Measured service

- customers are billed based on some measured consumption. That could be licenses,
or CPU cycles, or Gigabytes of storage consumed, or number of mailboxes; whatever
the thing measured, that is how customers are billed. You pay for what you use

ATOMLOGIC

Service Models

Software as a Service Platform as a Service Infrastructure as a

(SaaS) (PaaS) Service (laaS)
Applcations Applcations Applcations

Data Data

Middleware

Data

Middleware Middleware

Operating System Operating System Operating System

Virtualization Virtualization Virtualization

Servers Servers Servers

Storage Storage Storage

Networking Networking Networking

Cloud Customer
>

Manages P> Cloud Provider Manages

ATOMLOGIC



Deployment Models

Type

1. Private cloud

2. Community cloud

4. Hybrid cloud

Properties

Outsource or own
Lease or buy

Separate or virtual data
center

Private cloud for a set of
users with specific demands
Several stakeholders

Mega scaleable
infrastructure
Available for all

Combination of two clouds
Usually private for sensitive
data and strategic
applications




Many Suppliers of Cloud Services

FedRAMP 'éFedRAMP Who offers Cloud Services to FeEdRAMP?

National Security Agency (NSA)
Office of Management and Budget (OMB)
Federal Chief Information Officer (ClIO) Council

The Federal Risk and Authorization Management Program (FedRAMP), is a e Level 4 — 73 vendors
government-wide program that provides a standardized approach to
security assessment, authorization, and continuous monitoring for cloud o Mi ft
products and services. ° Level 5 [ ICrosoO
This approach uses a “do once, use many times” framework that saves an . e =N
estimated 30-40% of government costs, as well as both time and staff — Microsoft's Azure GovCloud :
required to conduct redundant agency security assessments. arcp
Eg%RAMP is the result of collaboration with cybersecurity and cloud experts — Amazon Web SerViCGS GOVC'OUd
— General Services Administration (GSA) ) =
— National Institute of Standards and Technology (NIST) =E CS RA S AUtonomIC Resou rces ClOUd Platfo rm
— Department of Homeland Security (DHS) 4=l
~ Department of Defense (DOD) » 53 vendors are awaiting approval

a’maz,on
webservices™

ATOMLOGIC ATOMLOGIC
-~ C.2




Private Cloud Advantages and Disadvantages

Private Cloud

» Private cloud provides the basic benefits of public cloud
— self-service and scalability
— multi-tenancy
— ability to provision machines
— changing computing resources on-demand
— creating multiple machines for complex computing jobs
— chargeback tools track computing usage, and business units pay only for the
resources they use
« Private cloud offers hosted services to a limited number of people behind a
firewall or data diode, so it minimizes the security concerns some
organizations have around cloud.

» Private cloud gives companies direct control over their data.

» Private clouds disadvantages
— On-premises IT -- rather than a third-party cloud provider -- is responsible for
managing the private cloud.
— Private cloud deployments carry the same staffing, management, maintenance and
capital expenses as traditional data center ownership
- /tl\dcilitional expenses include virtualization, cloud software and cloud management
ools.
» To reduce on-premises IT, cloud providers, such as Rackspace with
OpenStack or VMware, can deploy private cloud infrastructures.

ATOMLOGIC
s



